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Questions
• How can governments go digital-native, cost-effectively?

• How can governments get the most out of data & AI?

Outline
• Case study: Estonia. Data + identity + payments.

• Data & AI. Ocean!



Digital-Native
Case Study:

Estonia



Recent History of Estonia
• 1991 – independence from Soviet Union
• 1992 – new constitution
• 2001 – X-road data platform
• 2002 – citizen access to digital ID & signatures
• 2005 – join EU
• 2011 – use the Euro

• 2014 – E-Res validation
• 2015 – E-Res minimum viable product
• 2016 – E-Res Go-to-market

• 2017 – Estcoin idea raised
• 2018 – Token-friendly laws



“Country-as-a-Service”

APIs:

Incorporation Bank account Credit card Payment provider Lending market Crowdfunding 

Authentication Digital Signing Tax returns

Incorporation Company profile Personal profile



Estonia E-Government Applications



Example Service: E-Residency



E-Res Phase I: Validation
Sept 2014 – March 2015

Landing page Study 1st e-resident Team, Board, Budget



E-Res Phase II: Building Minimum Viable Product
April 2015 – Aug 2016

Processes

Legal

Services

Partners

online application embassies automated due diligence …

losing „link to Estonia“ online bank account visa centres …

in English bank transfers APIs to incorporate, auth, sign …

business support fintech services IT & customer support …



E-Res Phase III: Go-to-Market
Sept 2016 – ...

Team
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Minister

Coun
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Partnership 
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Programme

Community 

Programme

Materials More services Target markets

Community building More locations Partnerships, Advisory



Estonia Platform



Estonia E-Government Applications



Middleware

The Foundation is Data. Then, Identity + Payments
Govt apps

Platform

3rd party
apps

Data

Identity Payments Stable-
coin
€

Data 
management



Benefits of being digital native

• Less $ spent on administration. (Estonia: 5x-10x)

• More comprehensive, faster, simpler gov’t services for citizens

• More opportunities for citizens



Data & AI



Potential Benefits of AI

• Save more $. Examples: 
• Insights to better target $

• Automation

• Further improve gov’t services. Examples
• Health. Earlier & more accurate diagnoses. Targeted treatment.

• AI help bots for online services

• And many, many more



1000x more data

AI Loves Data

1
0

0
x 

le
ss

 e
rr

o
r



To unlock AI
We need to unlock data



How to unlock data?
1. Connect data-haves with data have-nots
2. Unlock private data



How to unlock data?
1. Connect data-haves with data have-nots
2. Unlock private data



1. Connect data-haves with data have-nots: 
easy to create data marketplaces / commons

Data Sharing 
tool

DS

Data commons

Data science tools
(sklearn, Tensorflow, ..)

DM

Problem solvers
(data scientists)

Govts, NGOs, enterprises
With data & compute

Data 
Market

Data management substrate



1. Connect data-haves with data have-nots: 
easy to create data marketplaces / commons

Data 
marketplace

DM Data 
commons

DC

DM DM DC DC

DM DM DC DC

DM DM DC DC

Data Science 
Tools

DST

DST

DST

Have AI
(Want data)

Have data Have AI
(Want data)

Have AI
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Have data
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Data management substrate



How to unlock data?
1. Connect data-haves with data have-nots
2. Unlock private data



The most valuable data
Is private data



Data 
you 
have

(Private)
Data you want

1000 hospitals
1 hospital



Data 
you 
have

Data you want

1000 hospitals
1 hospital



Privacy ↓ ↓ ↓
Control ↓ ↓ ↓

Accuracy ↑ ↑ ↑
Lives Saved ↑ ↑ ↑

More DataLess Data

Issue #2: Can’t get more data without privacy & control problems



Decentralized orchestration

#2: Unlock the benefit of more data while keeping control & 
privacy: bring AI compute to the data

f(x)

private 
data

modeling 
algorithm 

privately 
train model

private 
model

model 
predictions

Data stays 
behind firewall



Accuracy ↑ ↑ ↑
Lives saved↑ ↑ ↑

More DataLess Data

#2: Can get more data, while maintaining privacy & control

Privacy ✓
Control ✓



Ocean Commons: Open Data on an Open Substrate
commons.oceanprotocol.com 



Ocean MantaRay: Data Science on Hosted Jupyter Notebooks
datascience.oceanprotocol.com



Applications 
In unlocking data & AI



Collaborators: ConnectedLife, TU Munich, NU Singapore
Use case: Better predict Parkinson’s by connecting data across 
borders



Govt of Singapore Data Authorities (IMDA):
Sandboxes for SG govt, enterprises and startups to build data-centric 

applications with regulatory cover



Grow Asia (WEF Spinoff):
Help small farmers allocate their fertilizer better, to increase yields



Collaborator: AI Commons (ITU, XPRIZE, ..)
Use case: a substrate to help scale #AIforGood



Collaborator: EWF
Use Case: EWF-authenticated data (from internal, Web2, Web3)

authentication



Collaborator: Verv
Use case: Sell household energy meter data in a data marketplace,
with goal of $0 energy bills

[Image source: www.verv.energy]



About Ocean 
& Ocean Tech



Ocean is a decentralized network 
for access management

This unlocks marketplaces & compute-to-data.

f(x)

data 
provider

algorithm 

compute 
provider

storage 
provider

analytics

further 
processing

curation



On Ocean Tech Stack
• Built from scratch with SW tooling of 2017-present

• Decentralized identifiers (DIDs) & objects (DDOs), verifiable credentials, JSON

• Private EVM network (Parity POA) 

• Extensibility via custom smart contracts for any functionality on top

• Plug-in identity (uport, Sovrin, ..) also using DIDs, DDOs, etc

• Built-in payments; opportunity for stablecoins

• Decentralized control -- no single point of failure

• Provenance of transactions in identity, payments, data

• Interoperability to other networks (ERC20 Token Bridge)

• Scalable secret sharing via proxy re-encryption (using Parity Secret Store)

• SDKs in Python 3.x, JS / ES6 (Squid)

• AI ready: Jupyter, Anaconda, scikit-learn, TensorFlow.



All Ocean Code is Open, With Thorough Docs
github.com/oceanprotocol, docs.oceanprotocol.com



On Ocean Protocol
Is:

• A protocol (standard): specifications of how machines communicate

• And, a community: 8K stakeholders, 250 ambassadors, 30 advisors

• And, a nonprofit foundation to steward the protocol & community

• And, networks that implement the protocol, both public & private

Characteristics of protocol / networks:

• Decentralized – no single point of failure

• Global & open public network, or private network

• Reconciles privacy

• Can plug in legals 



Collaborators with Ocean Protocol



Ocean & 
E-Government



Use Case: Data access management among your govt orgs / offices, or between 
your org & collaborators. 
Substrate: Your own private net, or Ocean public net

Org1

Org3

OrgN

Org2

Access mgmt



Data management for e-govt
It’s the foundation. Then, Identity + Payments

Middleware

Govt apps

Platform

3rd party
apps

Data

Identity Payments

Data 
management

Digital 
signature



Data management for e-govt
Benefits

• Use modern SW tools & building blocks:

• DIDs, DDOs. Foundation for plug-in identity + payments.

• Extensibility via EVM smart contracts

• SDKs in Python 3.x, JS / ES6 

• Parity Secret Store for proxy re-encryption

• No single point of failure

• Provenance of transactions in identity, payments, data

• Unlocks data for use by AI: 

• Marketplaces 

• Bring compute to data (Q1 2020)

We (Ocean Protocol Foundation) are looking for government 
collaborators to explore Ocean for cost-effective data management



Conclusion



Questions asked
• How can governments go digital-native, cost-effectively?

• How can governments get the most out of data & AI?

Discussed
• Digital native case study. Estonia. Data + identity + payments

• Data & AI. Ocean!



Ocean Protocol does access management for data

Decentralized orchestration
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Data stays 
behind firewall

#1: Connect data-haves with data 
have-nots, 

via data marketplaces / commons

#2: Unlock benefits of more data 
without losing control or privacy, 

via compute to data

trent@oceanprotocol.com or @trentmc0


